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Top 10 Health
Related Cyber Events
for May:
Securing IoT Devices in the
Increasingly Connected Hospital
System

New at the Spring Summit:
MEMBER SERVICES and STRATEGIES
It has been a tremendous year of growth and change for NH-ISAC. We want to ensure
members are acquainted with all new or established benefits and services, and how best
to engage them. NH-ISAC staff have put together an interactive, Grand Rounds style,
presentation for Tuesday morning to ensure members are utilizing membership benefits
to the fullest.
These presentations will rotate in15 minute segments, and members and invited guests
are encouraged to attend and learn more about the following services:
Technical Tools:
Is your organization readily using all of the NH-ISAC tech tools such as Okta, Trusona, Soltra,
Anomali, Perch, Digital Stakeout, etc.? Come hear an overview of the available tools, their
purpose and how to optimize their usage.
Member Portal:
Have you signed up for the NH-ISAC Member Portal yet? Come see a demo of the member
portal, find out how to get signed up, and how to optimize your membership value through use
of the portal.
Information Sharing—Technical IOC:
Have you ever wondered how to get started sharing or ingesting (or both) IOCs in an
automated (machine to machine) fashion? What does your company need to do to pull IOCs
from your environment and then share them with the community? What to do once you receive
them? Come listen to seasoned “automated sharers” to learn strategies, tips and techniques
to start the process or become more efficient at it, as well as, hear about the opportunities to
share automatically through NH-ISAC.
Information Sharing—Threat Intel:
This session will address how to go about sharing via NH-ISAC’s AMBER list server and
WeeSecrets in a human to human capacity. Members will share lessons leaned, templates
created, the best techniques for pulling, formatting and sharing information and what
information is valuable to the community. Discussion may also cover how information is or
can be shared with government and other critical infrastructure sectors and how to share
anonymously or with attribution.
Membership Engagement:
Do you know who to contact and how to engage in NH-ISAC services? Come for an overview
of the available services and how to engage in the services and the community.
FAQs:
Join us to hear answers to frequently asked questions, and to ask your own
questions. This session will cover a broad scope of NH-ISAC-related topics.
NH-ISAC Strategic Outlook:
Find out what's on the horizon for NH-ISAC!
NH-ISAC Social Media:
Join this session to learn how to engage with NH-ISAC through social media and support the
ISAC community by getting the word out!

The Biggest Healthcare Data
Breaches of 2018 (so far)
Facebook Pauses Effort to
Exchange Data with Hospitals
Nation-State Hackers Are
Attacking Our Trust in Critical
Systems
Verizon DBIR: Ransomware Attacks
Double for Second Year in a Row
How EU Data Privacy Rule Could
Impact US Healthcare Providers
HHS Warns of SamSam
Ransomware Attacks
Cryptominer Malware Threats
Overtake Ransomware, Report
Warns
Data Breach Could Impact Some
Patients of Medical Lab Chain with
Alabama Locations
New ‘Early Bird’ Code Injection
Technique Helps APT33 Evade
Detection

NH-ISAC is pleased to publish a monthly
member newsletter. It is designed to bring
events and other important ISAC information to
your attention.
If there is something you would like to see
included please email: contact@nhisac.org

CYBERFIT Shared Risk Assessment
GRANT Program

NH-ISAC Members Join Task Groups

Did you know that CYBERFIT® has a Grant program through
Prevalent? The funded Grant pool is used as an allowance for smaller
sized NH-ISAC members to be able to participate. The goals of the
Grant program is to accomplish the following:

The call to action issued by the Healthcare and Public Health
Sector Coordinating Council is being answered as it seeks to
expand its membership and reach more extensively throughout the
broad healthcare landscape.

•

Drive broader adoption and engagement among NH-ISAC members.

•

Increase the size of the CYBERFIT Shared Risk Assessment
Network to increase overlapping vendors.

•

Improve small NH-ISAC member adoption and provide a solution
that would be financially difficult for smaller businesses.
Grants are provided determined by the CYBERFIT Steering Committee
and Prevalent. The GRANT must be used within 12 months, excludes
services which must be paid for by the member, and shall be for no less
than $5K in list license value and no more than the total license cost to
eligible member.

of HPH SCC Cybersecurity Working Group

Executive Director for HPH SCC, Greg Garcia, explains “Our
focus has been in expanding out our outreach to include groups
and segments of the industry that healthcare providers rely on,” he
stated in an April 23rd interview with Inside Cybersecurity.
Quite a few NH-ISAC members and three NH-ISAC staff have
stepped up to chair and co-chair 11 of the 14 task groups being
formed by the Council’s Cybersecurity Working Group (CWG).
These CWG Task Groups will address areas raised in the Health
Care Industry Cybersecurity Task Force report from June 2017.

Task Groups are open to NH-ISAC members for
participation. Current Task Groups include:
Cybersecurity Risk Management and Governance.
Risk Management, Assessment, Tolerance
Intellectual Property Data Protection Cyber Risk Mgmt

NH-ISAC Radio Live at Summit

“Top 10 Cybersecurity Best Practices” - Refresh

Stop by the NH-ISAC Radio booth
in the foyer on Wednesday from
10-11am while we are LIVE.

Regulation and Policy

Do a short interview or a engage
in a two-minute hot topic.

Information Sharing

If you missed the inaugural radio broadcast last week, no need
to worry. Look for it in the NH-ISAC Member Portal.

Marketing and Outreach

Workforce Development
Cross-Sector Engagement
Future Gazing
AdHoc Exercises

Join us in Minnesota for a
Medical Device Security Workshop

Join us in California for a
Biotech / Pharma Security Workshop

July 24, 2018
8:00 am—5:00 pm
Convened at
Boston Scientific
Maple Grove, MN

August 29, 2018
8:30 am—5:00 pm
Convened at
Gilead Sciences
Foster City, CA

Engage in this interactive forum to discuss the Current
Pharmaceutical Threat Landscape, Cloud Security and
Compliance, General Data Protection Regulation and
Distributed Trust Models – The Blockchain in Security.

Potential topics include Isolating Yourself to Freedom,
Identity Trust: Standards and Authentication, Insider Threat/
Threat Landscape, How IT Security Can Improve Time to
Market for New Pharmaceutical & Biotechnology Products,
Cloud Security and Compliance, Sentinels Program and
Analytics/Model Driven Identity

For more information and to Register visit: https://nhisac.org/
events/nhisac-events/medical-device-security-workshop-atmaplegrove-mn/

For more information and to Register visit: https://nhisac.org/
events/nhisac-events/biopharma-workshop-at-gilead-sciences
-foster-city-ca/

CPE's may be available to attendees. You must self-certify with
an organization such as ICS2 or ISACA.

CPE's may be available to attendees. You must self-certify
with an organization such as ICS2 or ISACA.

For more information and to keep up to date on our latest events visit https://nhisac.org/events

